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Configuring SNMPv3 Accounts in CyberArk

Installation

You will receive the SNMPv3 platform zip archive from your CyberArk representative. The

following instructions show you how to install it.

Setting up the Vault Environment

Log into the PrivateArk Client with an administrative account.
Go to File > Server File Categories

Add a new File Category to the vault environment.

a. Name: SNMPv3-SecurityName

b. Type: TEXT
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Add a new File Category to the vault environment.
a. Name: SNMPv3-SecurityLevel

b. Type: LIST

c. Values: noAuthNoPriv, authNoPriv, authPriv
Add a new File Category to the vault environment.
a. Name: SNMPv3-AuthProtocol

b. Type: LIST

c. Values: MD5, SHA

Add a new File Category to the vault environment.
a. Name: SNMPv3-PrivacyProtocol
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b. Type: LIST
c. Values: DES, 3DES, AES, AES128, AES192, AES256

Installing the SNMPv3 Platform
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Go to Administration > Platform Management.
Click Import Platform. Upload the SNMPV3.zip file.
Click Import Platform. Upload the SNMPv3PrivacyKey.zip file

Log into the PVWA with an administrative account.
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Introduction to Platform
Management

Platform Management allows you to
view and manage technical settings
per platform. This includes both
target account platforms and service
account platforms (usages).

Select one of the platforms to view or
edit its technical settings. To create a
new platform, select the source
platform and click 'Duplicate’.

Note that during the duplication |
process, all exceptions on the source |
platform will be copied. |
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Adding SNMPv3 Accounts

Adding Accounts through the Password Vault Web Access
e Create a new SNMPv3 account or use an existing one.
o  Specify the required account properties.

o If required, associate a SNMPv3 PrivacyKey linked account for the new password object

For more information about adding password objects in the Password Vault Web Access, refer
to the PAS Suite Implementation Guide.
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